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In recent years, there has been a substantial amount of research on quantum computers – machines that exploit quantum mechanical phenomena to solve problems that are difficult or intractable for conventional computers. If large-scale quantum computers are ever built, they will be able to break the existing infrastructure of public-key cryptography. The focus of the Post-Quantum Cryptography project is to identify candidate quantum-resistant systems that are secure against both quantum and classical computers—as well as the impact that such post-quantum algorithms will have on current protocols and security infrastructures.
NIST researchers have held regular seminars throughout FY 2016. The presentation topics include the latest published results and security analyses, as well as status reports on quantum computation, hash-based signatures, coding-based cryptography, lattice-based cryptography, and multivariate cryptography. Through these presentations and discussions, the project team has made significant progress in understanding the strengths and weaknesses of the existing cryptographic schemes in each category.
In April 2016, NIST published NISTIR 8105: Report on Post-Quantum Cryptography, which shared the team’s current understanding about the status of quantum computing and post-quantum cryptography. The report also outlined NIST’s initial plan to move forward in this area. At Post-Quantum Cryptography (PQCrypto) 2016, NIST announced that it would begin the Post-Quantum Standardization Process, a thorough multi-year effort with the objective of creating new quantum-resistant cryptographic standards for public-key encryption and digital signatures (see www.nist.gov/pqcrypto). These functionalities are much more complex than AES or SHA-3, and will require fundamentally new techniques to address several open research questions in this area (for example, how to measure security against quantum attacks when a quantum computer has not yet been built). In August 2016, NIST issued draft submission requirements and evaluation criteria for public comment. (see https://www.federalregister.gov/articles/2016/08/02/2016-18150/request-for-comments-on-post-quantum-cryptography-requirements-and-evaluation-criteria)
The NIST team also continues to be productive in post-quantum cryptography research. The results have been published at major conferences, such as Embedded Security in Cars (ESCARS), Selected Areas in Cryptography (SAC), PQCrypto, and Eurocrypt. NIST researchers have given presentations at conferences and workshops to increase awareness of the upcoming migration. NIST has also sponsored other research, education, and research events.
In FY 2017, NIST will continue to explore the security and feasibility of purported quantum-resistant technologies, with the ultimate goal of uncovering the fundamental mechanisms necessary for efficient, trustworthy, and cost-effective information assurance in the post-quantum era. The Post-Quantum Standardization Process will begin in early FY 2017, with the issuance of the finalized submission requirements and evaluation criteria. There will be a one-year period during which quantum-resistant algorithms may be submitted for possible standardization. After the submission period, there will be a public workshop in FY 2018, followed by multiple rounds of evaluation and analysis.
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